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OVERVIEW	  
•  Complexi:es	  of	  Reverse	  Engineering	  

•  Malware	  analysis	  

•  Goals	  of	  Visualiza:on	  
•  VERA	  
•  New	  VERA	  Features	  
•  DEMOS!	  



REVERSE	  ENGINEERING	  PROCESS	  
Setup an Isolated Environment 

Initial Analysis and Execution 

Deobfuscation / Software Dearmoring 

Disassembly / Code-level analysis 

Identify Relevant and Interesting  Features 

Complexity Increases 

•  VMWare, Xen, Virtual PC 
•  Dedicated Hardware 

•  Sysinternals, CWSandbox 
•  Look for OS State Changes 

•  Files, registry, network 

•  Unpacking 
•  Debuggers, Saffron, Ether 

•  IDA Pro 
•  OllyDbg  

•  Experience based 
•  Newbies have trouble with this 



COMPLEXITIES	  OF	  REVERSE	  
ENGINEERING	  
•  Most	  malware	  is	  compiled	  Intel	  x86	  Assembly	  

C Code – 45 lines Relevant Assembly Code 

Compiler 

•  Machine code is more 
  complex 
•  Optimizations make 
  analysis more difficult 
•  Total code size is 1,200 
  instructions 
•  118 Relevant assembly  
  instructions 
•  Much of machine code is  
  compiler boiler plate 

Reverse Engineering 



COMPLEXITIES	  OF	  REVERSE	  
ENGINEERING	  
•  Executables	  can	  be	  obfuscated	  

Packing / 
Obfuscations Compiler 

Information Loss - (Comments, Variable Names, Original Structure of Code 



TYPES	  OF	  PACKERS	  
UPX 

ASPack 

FSG 

PeCompact 

ASProtect 

PEtite 

tElock 

MEW 11 SE 

WinRAR 32-bit SFX Module 

Borland C++ DLL 

yoda's Protector 

NeoLite 

Xtreme-Protector 

LCC Win32 

Themida -> Oreans Technologies 2004 

MinGW 

Ste@lth PE 1.01 -> BGCorp 

Armadillo 

TASM / MASM 

PECompact 

PE Pack 

PKLITE32 1.1 -> PKWARE Inc. 

PKLITE32 

UPX-Scrambler RC 

Wise Installer Stub 

SVK Protector 

PEiD scanning results from 3.6 million samples from Offensive Computing 

UPX 

ASPack 

FSG 

PECompact 



UNPACKING	  TECHNIQUES	  
	  

UPX 

ASPack 

FSG 

PeCompact 

ASProtect 

PEtite 

tElock 

MEW 11 SE 

WinRAR 32-bit SFX Module 

Borland C++ DLL 

yoda's Protector 

NeoLite 

Xtreme-Protector 

LCC Win32 

Themida -> Oreans Technologies 2004 

MinGW 

Ste@lth PE 1.01 -> BGCorp 

Armadillo 

TASM / MASM 

PECompact 

PE Pack 

PKLITE32 1.1 -> PKWARE Inc. 

PKLITE32 

UPX-Scrambler RC 

Wise Installer Stub 

SVK Protector 

PEiD scanning results from 3.6 million samples from Offensive Computing 

Automated 
Unpacking 

Manual 



VERA	  
•  Visualiza:on	  for	  reverse	  engineering	  
•  Force	  directed	  graph	  of	  execu:on	  traces	  
•  Helps	  with	  determining	  where	  to	  start	  the	  
reverse	  engineering	  process	  

•  Cuts	  down	  on	  RE	  :me	  

•  Makes	  unpacking	  easier	  



VERA	  -‐	  SCREENSHOTS	  



VERA	  -‐	  SCREENSHOTS	  



VERA	  -‐	  SCREENSHOTS	  



VERA	  -‐	  SCREENSHOTS	  



WHAT	  THE	  COLORS	  MEAN	  
•  Yellow	  –	  Normal	  uncompressed	  low-‐entropy	  
sec:on	  data	  

•  Dark	  Green	  –	  DLL	  /	  API	  /	  Sec:on	  not	  present	  
•  Light	  Purple	  –	  SizeOfRawData	  =	  0	  
•  Dark	  Red	  –	  High	  Entropy	  	  
•  Light	  Red	  –	  Instruc:ons	  not	  in	  the	  packed	  exe	  
•  Lime	  Green	  –	  Operands	  don’t	  match	  



KOOBFACE	  INITIAL	  INSTALLATION	  



KOOBFACE	  SERVICE	  



NEW	  	  
VERA	  

FEATURES	  







NOTES	  ON	  THE	  3D	  VISUALIZATION	  
•  Uses	  3D	  layout	  from	  Ubigraph	  tool	  

•  Force	  directed,	  O(|V|log|V|	  +	  |E|)	  
•  Heavily	  threaded,	  high	  performance	  

•  Only	  for	  the	  Mac,	  Linux	  

•  Integrated	  into	  main	  VERA	  GUI	  for	  export	  



UBIGRAPH	  
•  Dynamic	  Mul:level	  Graph	  Visualiza:on	  
CoRR	  2007	  

•  Todd	  Veldhuizen	  
•  Where	  are	  you?	  

•  People	  would	  like	  to	  pay	  you	  
•  hcp://ubietylab.net	  



TEMPORAL	  VISUALIZATION	  



WHY	  TIME	  IS	  IMPORTANT	  TO	  RE	  
•  Understanding	  the	  flow	  of	  events	  helps	  to	  
reconstruct	  what	  it	  does	  

•  Example:	  Mebroot	  

•  Ini:al	  30	  minute	  busy	  loop	  

•  Is	  the	  malware	  broken?	  

•  Aferwards	  func:onal	  and	  persistent	  
•  Complicated	  samples	  can	  get	  obfuscated	  quickly	  



TEMPORAL	  
DEMOS	  



SEARCH	  FEATURE	  
•  Commonly	  requested	  feature	  to	  be	  able	  to	  search	  
for	  addresses	  in	  visualiza:on	  

•  Allows	  for	  synchroniza:on	  between	  IDA/OllyDBG	  
with	  the	  main	  visualiza:on	  

•  Reduces	  hun:ng	  and	  searching	  for	  APIs	  
•  Faster	  code	  discovery	  



VISUAL	  UNPACKING	  
•  For	  known	  packers	  it	  is	  trivially	  easy	  
(once	  you	  know	  how)	  

•  For	  unknown	  packers	  it’s	  a	  macer	  of	  determining	  
func:onality	  

•  Automated	  methods	  are	  fairly	  robust	  
•  Ether	  
•  Polyunpack	  
•  Etc.	  



MS-DOS and 
PE Headers 

Decompression /  
Deobfuscation Code 

Packed 
Or  

Compressed  
Code 

 
(High Entropy) 

Malicious  Packed Executable 

Entry Point 

Original Entry Point 

MS-DOS and 
PE Headers 

Decompression /  
Deobfuscation Code 

Unpacked 
Or  

Decompressed  
Code 

 
(CPU Instructions) 

Malicious  Unpacked Executable 

ARCHITECTURE	  OF	  A	  PACKER	  



ARCHITECTURE	  OF	  A	  PACKER	  
•  Very	  rare	  that	  malware	  is	  wricen	  in	  pure	  
assembly	  

•  Most	  malware	  uses	  tradi:onal	  sofware	  
development	  tools	  (Compilers,	  etc.)	  

•  Modern	  malware	  is	  a	  complex,	  commercial	  piece	  
of	  sofware	  

•  Obfusca:ons	  added	  aferwards	  before	  
deployment	  



UPX	  

Start 



UPX	  -‐	  OEP	  



ASPACK	  

Start 



FSG	  

Start 



MEW	  

Start 



TELOCK	  

Start 



AUTOMATED	  UNPACKING	  

0x401000 
0x401002 
0x401008 
0x401010 
0x401094 
0x401098 

Written Memory 
0x509003 
0x380303 
0x380290 
0x313370 
0x31337B 
0x401339 

Is EIP Writing 
Memory? 

Is EIP a 
Previously Written 

Address? 

Yes 

Trigger Unpacking 
Process 

If yes, log it 

•  Need a system to track: 
 

•  Memory writes 
•  Executed memory addresses 

•  Differences among solutions 
•  Monitoring implementation 
•  Variances in this algorithm 



VISUAL	  UNPACKING	  DEMO	  



SUMMARY	  
•  3D	  Force	  Directed	  Visualiza:ons	  
	  

•  Searching	  inside	  Visualiza:on	  
	  

•  Temporal	  Anima:on	  
	  

•  Visual	  Reverse	  Engineering	  



RELEASE	  NOTES	  
•  Timeframe	  for	  release	  in	  the	  next	  two	  weeks	  

•  Government	  code	  release	  bureaucracy	  

•  Version	  0.50	  will	  contain	  new	  features	  
•  Videos	  on	  Youtube	  soon	  
•  Download	  VERA,	  presenta:on,	  high	  quality	  videos	  
at:	  

•  hcp://csr.lanl.gov/vera	  
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