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My Favorite Piece
of Malware

what is it7 ,;



An asian
multi-threaded

non-polymorphic
file-infecting
Spy-bot.
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Anti-Analysis:
Exceptions for Fun & Profit



Summary of a CrasSh
CoursSe on the DepthsS of
win32 Structured
Exception Handling

Long live Matt Pietrek!

J,-"I
."I
Y



I 1 CVYIVUI

Pointer

Exception
Registration

Callback Handler
Pointer

Previous
Pointer

TIB (FS:0])

EXCEPTION_REGISTRATION*

except_hand

{
// Handler

CONTEXT.E
}



End of List

OXFFFFFFFF

Exception
Registration

Callback Handler
Pointer

Previous
Pointer

Exception
Registration
Callback Handler
Pointer

* push offset except handler
mov  eax, large 50
Pointer
push eax
mov large fs:0, esp
Exception
Registration

Callback Handler
Pointer

EH-RegisStration for ReverSers:

except_handler (...)

{

Previous // Handler Code

Pointer CONTEXT.EIP = wonderland

}

TIB (FS:[0])

EXCEPTION_REGISTRATION®



Exception

Registration

Callback Handler
Pointer

EH-RegiStration for ReverSers:
push offset except handler
mov  eax, large fs:0

push eax

mov large fs:0, esp

Previous
Pointer

Exception
Registration

Callback Handler

Pointer except_handler {...)

{
// Handler Code

CONTEXT.EIP = wonderland

Previous
Pointer

}

TIB (FS:[0])

EXCEPTION_REGISTRATION®




Back to my beloved Malware ...
Visual C++ Exception Handling

- On Top of SEH
- Every Function has one dedicated EH
 These call into _CxxFrameHandler

- Funcinfo Data Structure says what to do
- Handler defines where to continue






C++ EH Stack Layout

Nested Functions
Stack

ESP o—p EH Cookie

Saved Registers

Local variables

- Vi
okie y
A Saved ESP
d _ _J Next SEH Frame
Registration <
Node L EH Handler E—
EBP “g——=p Saved EBP Y

hbi‘.u.». F Hness

Function Arguments

__ehfuncinfo$_proc ‘ ‘




| ax, OFFSET ehfuncinfo$ proc
1] ame H 2 NG
___ehfuncinfo$ _proc
., [ebg
magicNumber < - E e
maxState
pUnwindMap f— toState
nTryBlocks * action
pTryBlockMap B toState —
niPMapEntries action
plPtoStateMap
pESTypelList
EHFlags

tryLow

tryHigh

catchHigh

‘ nCatches




catchHigh

nCatches

adjectives HandlerArray

pType

dispCatchObj _ :
class A 'RTTI Type Descriptor’
addressOfHandler
R

L pVFTable
adjectives

_ _ name ((7AVA@@)
dispCatchObj

addressOfHandler




In Practice

Registration Sequence

00401C83 push OFFFFFFFFR

80401C8S push offset WinMain@16_ SEH .

BO401C8A mov eax, large fs:8 Compller Generated Handler
00401C9260 push eax

00401C91 large fs:0, esp

06435080 ; Unwind handlers of 08461C86
004350880

004350880

00435080 _WinMain@16_SEH proc near

00435080 mov eax, offset ehfuncinfo
80435085 jmp __CxxFrameHandler
AA4B1D98 loc 4B1D98 - 00435085 _I-linMain_ EI'Ip
90401D98 mov ecx,
080401090 call ecx

Exception

ehfuncinfo dd 19936528h

; magicNumber ---- first ehfuncinfo
dd 2 ; maxState

dd offset UnwindMap 43ACBO ; pUnwindHMap
dd 1 ; nTryBlocks
dd offset TryBlockMap_ 43ACCH ; pTryBlockHap
dd A —— * nTPManFntries




ehfuncinfo dd 19930520h

magicNumber --== first ehfuncinfo
maxState

pUnwindHap

nTryBlocks

pTryBlockMap

nIPMapEntries

pIPtoStateMap

pPESTypelList

dd 2

dd offset UnwindMap 43ACBS

dd 1

dd offset TryBlockMap_X43ACCH
dd 9

dd ©

UnwindMap 43ACBO dd OFFFFFFFFh

toState
action
toState
action

dd ©

dd OFFFFFFFFh

dd ©

TryBlockMap_43ACCH dd ©

tryLow
tryHigh
catchHigh
nCatches
pHandlerArray

dd
dd
dd
dd offset HandlerArray_ 43ACDS
dd 8 -
HandlerArray 43ACDE8 dd 0O

adjectives
dd 8 pType --== 8 = any
dd 0 : dispCatchObj
-.rdata:0843ACE4 dd offset Handler 481DBY addressOfHandler




USer Generated Handler

88401DB7 ; catch (...)
08481DB7 ; states 0..0
a8401DB7

00401DB7 Handler 401DB7:
00401DB7 mow eax, offset
00401DBC retn

New Entry Point

00401DBD
06481DBD
Fue1Dce
r,e481DCc3
80401DCH
06481DCS
86481DCE
88461DD1
88481DDY
88481DD7
88481DDE
00481DDF
60481DES
864B81DE1
B0481DE3
06461DEY
06481DEL

mov
mov
push
push
moy
call
mou
add
mov
pop
pop
pop
mow
pop
retn

edx, [ebp+hdc.unused]

eax, [ebp+arg 8]

edx ; hdc

eax ; int

[ebp+ SEHRec$.State], OFFFFFFFFh
IMPLICIT_HMAIN
ecx, [ebp+
esps o

large fs:0, ecx
edi

esi

ebx

esp, ebp

ebp

16h

HRec$ .pNext]

YinHain@1é6 endg




Anti-Analysis:
Auto Junk Code

Slightly Obfuscated
Opaque Predicates

Opaque Predicates

et D040F2ES may  [espr7Chivar_T8], ecx
i textDDMOF2ED lea  eax, [esp+TCh+var 78]
et DO4DFIFL lea e, [esp=7Chvar_79]
tewt DO40FIFS imul eax, ecx

text DDADFIFE lea  edx, [espsTChevar TH]
et D040F 2FC lea  eex, [esps TChevar_ 78]
et D040F 301 sub  edi, e
ewtDD40FI05 crmp e, 2ax
aext:D040F312 jnz  snort loc_40F354

Green Branch
for President!




Opaque Predicates

g




0040F2ED
0040F2E3
0040F2E7
0640F 2ED
0040F2F1
0040F2F5
0040F2F8
0040F2FC
0040F3 00
0040F301
0040F303
004 0F3 64
004 0F 305
0040F3 07
0640F308
8840F3 0D
0040F312

esp, 7Ch

[esp+7Ch+var 78], ecx
dword ptr [ecx], offset off_4370A4
eax, [esp+7/Ch+var_78]
ecx, [esp+7Ch+var_ 78]
eax, ecx

edx, [esp+/Ch+var_78]
ecx, [esp+7Ch+var_78]
ebx

edx, ecx

ebp

esi

edx, eax

edi

[esp+8Ch+var_64], 7Bh
[esp+8Ch+var_63], 41h
short loc_ 40F35A

text:0040F2E3 mov
text:0040F2ED lea
text:0040F2F1 lea
text:0040F2F5 imul
text:0040F2F8 lea
text:0040F2FC lea
text:0040F301 sub
text:0040F305 cmp
text:0040F312 jnz

[esp+7Ch+var_78], ecx
eax, [esp+/Ch+var /8]
ecx, [esp+/Ch+var /8]
eax, ecx

edx, [esp+7Ch+var_78]
ecx, [esp+/Ch+var_7/8]
edx, ecx

edx, eax

short loc_40F35A



Green Branch
for PresSident!




Analysts’
Headaches



Thread Me To Hell

WaltFoehultipl:Objecss Wiarforshgh0blc

1| timecaliback_pimeszag,

How To Get There

1. Realize there are multiple threads that you have to follow

2. Spot inter-thread communication & synchronization

3.Analyze function bodies with significant functionality

4. Bring down what information is exchanged between
threads and how one thread influences the other




0 | thread0 2 | fileinfector

WaitForMultipleObjects WaitForSingleObject
——

1 | timecallback_ptmessage 6 | recv_post_queued_compstatus

PostThreadMessage

4 | getmessage_loop 3 | get_queued_compstatus

Critical Section
C&C message

PostlOCompletionStatus

Critical Section
GUID & socket
information

7 | cnc_cmd_switching



How To Get There

1. Realize there are multiple threads that you have to follow
2.Spot inter-thread communication & synchronization

3. Analyze function bodies with significant functionality

4. Bring down what information is exchanged between
threads and how one thread influences the other




0 | thread0 2 | fileinfector

WaitForMultipleObjects WaitForSingleObject
——

1 | timecallback_ptmessage 6 | recv_post_queued_compstatus

PostThreadMessage

4 | getmessage_loop 3 | get_queued_compstatus

Critical Section
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Critical Section
GUID & socket
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+ + Or‘:
nction Calls to Nirvana

C"’ . Special credits fo lgor Stechinski & CpenRCE
oo A ches B cwas Cpablic A, pubic B
Multiple inheritance . L. !
Indirect calls
Binary overhead for "glue code”
e wod &_uatic1):

Mon-linear code weid A sy
Few documentation for reversers -

clas & ) Cueteahe for &
0| Lkea ekl

| R )

s whale for B
0 | &Rt
| Rtz

O &A1 Bt
4+ Ahsadnd Q1 ARA_ il
4| BB n2

Back To BuSiness: CRG Command Switehing

Compand o fie




C++

Multiple inheritance

Indirect calls

Binary overhead for "glue code’
Non-linear code

Few documentation for reversers

804221C8 push [ebp+arg C]
004221CB mov eax, [esi]
004221CD mov ecx, esi
004221CF push [ebp+arg 8]
864221D2 push [ebp+arg_4]
808422105 push 4

004221D7 call dword ptr [eax+4] ; catch me if u can
004221DA test eax, eax
004221DC jnz loc_X4222ED




Special credits to Igor SkochinSki & OpenRCE

class A
{
int al;
public:
virtual int A_virt1();
virtual int A_virt2();
static void A_static1();
void A_simple1();
X

class A size(8):
+---

0 | {vfptr}

4 |al

+---

A's vftable:
0 | &A:A virtl
4 | &A:A virt2

class B
{
int bl;
int b2;
public:
virtual int B_virt1();
virtual int B_virt2();

>

class B size(12):
.

0 | {vfptr}

4 | bl

8 | b2
R

B's vftable:

0 | &B:B virtl

4 | &B::B virt2

class C: public A, public B
{
int cl;
public:
virtual int A_virt2();
virtual int B_virt2();

k
class C size(24):
TR Csv
| +--- (base class A) 01l
0 || {vfptr} 4|
4 ]1al
| +--- Csv
| +--- (base class B) 0 |
8 || {vfptr} 4|
121 b1
16 || b2
| +---

é



class B
{
int bl;
int b2;
public:
virtual int B_virt1();
virtual int B_virt2();

X

class B size(12):

B's vftable:
0 | &B:B virtl
4 | &B::B virt2

class C: public A, public B

{
int cl;

public:
virtual int A_virt2();
virtual int B_virt2();

X

class C size(24):

I

| +--- (base class A)
0 || {vfptr}
4 ||al

| +---

| +--- (base class B)
8 || {vfptr}
12]]bl
16 || b2

| +---

C's vftable for A:
0 | &A:A virtl
4 | &C:A virt2

C's vftable for B:
0 | &B::B virtl
4 | &C:B virt2



B Back To BuSiness: C&C Command Switching




Command: move_file

Memory Allocation

00421CD9 edx ; unsigned int
008421CDA ?2?2@YAPAXIEZ

00421CDF ecx

00421CEB [ebp+arg 18], eax

00421CE3 eax, eax

00421CES [ebp+ SEHRec$.state], 6Ah

00421CEC j loc 42218F

Instantiation ConStructor

004297A2 ctor _movefile proc near
00421CF2 mov ecx, eax
00421CF4 call ctor_movefile

004297A2 push esi

004297A3 mov esi, ecx
804297A5 call ctor_command_bas
004297AA mov dword ptr [esi],
004297B6 mov eax, esi
004297B2 pop esi

00429783 retn

004297B3 ctor movefile endp

00421CF9 jmp loc 422111

.rdata:006437584 vftable movefile

dd offsel move f

Ad nifLcao = o2



ConStructor

004297A2
004297A2
004297A3
004297A5
064297AA
0064297806
00429782
00429783

00429783

ctor movefile proc near

push esi

mov esi, ecx

call ctor_command_baseclass

mov dword ptr [esi], offset vftable movefile
mov eax, esi

pop esi

retn

ctor_movefile endp

.rdata:00437584 vftable _movefile dd offset dtor_movefile

dd offsel move file
dd offset setoecax. null

n Call




5= xrefs to ctor_command_baseclass

2% commands,
23 croSs referenceS

|
RaSe Class ConStructor

"0C near 00429B75 ctor command baseclass proc near
00429875 mov eax, ecx
80429877 mov dword ptr [eax], offset vuftable cmdbase
mand_baseclass 80429B7D retn
r [esi], offset vftable_movefile 88429B7D ctor command baseclass endp

.rdata:084375A08 vftable cmdbase dd offset dtor_cmd baseclass

dd offset purecall

ovefile dd offset dtor_movefile dd offset purecall

L move file
L' setpeax. null



Memory Allocation

86421CD9
08421CDA
00421CDF
00421CEDQ
08421CE3
08421CES
88421CEC

push
call
pop
mov
test

edx ; unsigned int
?72@YAPAXIEZ

ecx

[ebp+arg_108], eax

eax, eax

[ebp+ S$EHRec$.state], OAh

loc 42218F

mov

InStantiation

00421CF2 mov ecx, eax
88421CF4 call ctor_movefile
00421CF9 i loc 422111

S —

Virtual Function Call

ConStructor

004297A2
004297A2
004297A3
B04297A5
004297AA

00429780
80429782
08429783
00429783

ctor_movefile proc near

push esi

mov esi, ecx

call ctor_command_baseclass
mov dword ptr [esi], offset
mov eax, esi

pop esi

retn

ctor_movefile endp

.Frdata:00437584 vftable movefile dd offs

dd offsel move file
dd of fsel t

gayvy niil]




DIY LinksS

Igor Skochinski
http: hex

Matt Pietrek

http: micr m/msi/0197/Ex

Selvam
h .

Josh Haberman

[lfak Guilfanov
http:.//www.hexblog.com/?p=19

The Malware & Thomas Dulliens Blog
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