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Well-Known Web Applications

ÅEvery conceivable useé

ÅContent Management/Blogging

ÅForums

ÅEmail

ÅE-Commerce

ÅDB Admin

ÅBackup and File Storage Admin

ÅDevice/System/VM Admin

ÅVersion Control UI

ÅIntranet/Collaboration
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Well-Known Web Applications



Theory of Fingerprinting

ÅFind some characteristic(s) that isé

Åéalways the same for a particular individual 

(implementation/version/person)

Åéalways different  from other members of the population

ÅIf thereôs one piece of info that fulfills both, great

ÅIf not, take several that pin it down

ÅTons of interesting reading in information theory and entropy

ÅOS & HTTP Server Fingerprinting: Lots of protocol-aware 

checks that rely on subtle differences in implementation
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https://www.eff.org/deeplinks/2010/01/primer-information-theory-and-privacy


Existing Fingerprinting Approaches

ÅLabor intensive to add signatures

ÅManually locate version in files or build regexes for headers

ÅDecent hardening pretty much nukes them

ÅBuilt-in options to remove identifiers (eg, meta generator)

ÅRemove standard files

ÅEasy to lie to

Fingerprinters like this:

ÅSedusa (in nmap), Wappalyzer, BackendInfo, Plecost, 

etc, etcé
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More Advanced Tools

ÅTypically improve in one area

ÅResistant to hardening

ÅLess labor intensive

ÅHave their own downsides

ÅLess specific results 

ÅSome request massive amounts of data (> 20 megs!)

ÅSome are less generic (Plecost = Wordpress Only)

Fingerprinters like this:

ÅSucuri, WAFP, WhatWeb, BackEndInfo (sortof), 
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http://sucuri.net/?page=docs&title=fingerprinting-web-apps


Goals for a (WebApp) Fingerprinter

ÅVery Generic

ÅFast

ÅLow resource usage

ÅAccurate (Low FP/FN)

ÅResistant to hardening/banner removal

ÅSuper easy to support new versions/apps
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The Blind Men and the Elephant
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Collect and Eliminate Possibilities

10

Tree or 

Elephant

Spear or 

Elephant

Vine or 

Elephant

Fan or 

Elephant



Intersect the Possibilities andé
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